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/ Preface

Until recently, the matter of data protection was peripheral to the activities of companies.
Despite the concern there were no risks and exposure as they multiply at present.
Furthermore, domestic regulations are now coming with more severe penalties.

Thinking ahead of our time has always been our culture and innovation is
part of our institutional mission. In addition to having worked with technology
and data protection matters for more than ten years, we have been one of
the early full-service law firms in structuring a Data Protection team with
credited knowledge and experience in the domestic and international markets,
long before the GDPR and the LGDP, the main legislations on the matter.

Currently, we have a team of specialists who are well prepared to advise domestic and
foreign companies over the most complex legal compliance processes, as well as over
matters related to consulting, contracts and litigations in the different sectors of the
economy, among which, aviation, logistics, health, financial, payment, insurance, retail,
digital advertising, e-commerce, online platforms, urban mobility, and data brokers.

This study comes as a small demonstration of another important characteristic of our
firm; we have always favored the democratization of knowledge and the broad access
to information. Several of our initiatives corroborate this perspective that we have of
the world: (i) the large number of studies widely shared through our website; (ii)
the structuring of a Research & Development team consisting of lawyers and interns
dedicated to producing relevant legal content inside and outside of our premises; (iii)
the creation of Privacy Hub, a collaborative initiative looking to raise awareness on the
importance of data protection for the market; (iv) the Espaco Startup, which allows
access to entrepreneurs of all sizes and free of charge to documents, contracts, studies
and content that would normally come with a price, made unfeasible at times; and (v)
the various associations throughout the world with which we actively contribute to the
development of knowledge.

With this in mind and our all-time objective of contributing to the understanding of the
development of personal data protection, elucidating the Brazilian Data Protection Act,
how it relates to the European legislation and the modifications made by the recently
published Provisional Measure, let us present this study prepared by our areas of Data
Protection and Research & Development.

Baptista Luz Advogados
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Abstract

The Lei Geral de Protecdo de Dados in Brazil
("LGPD)", Law 13709 was passed on August 14,
2018, the Brazilian General Data Protection
Law. In this study we will set out to describe
the process and the result of creating a
normative structure seeking to harmonize and
expand the right to personal data protection
within the Brazilian regulatory context. In
order to achieve that, we will analyze how the
right to personal data protection has arisen
in the world as well as how it has gradually
been developed in the European Union and
Latin America. Our scope of analysis will
occur between the LGPD and Regulation of
the European Union no. 2016/679, known
popularly as the General Data Protection
Regulation ("GDPR") which came into force in 2018.

We will compare European and Brazilian
norms so that we can understand the
historical context from 2010 to 2018, which
culminated in the approval of the LGPD.
Moreover, we must understand how this law
will conciliate with the sectoral rules of data
protection already existing in the country,
also addressing the main cornerstones and
relevant points of the LGPD in order to clarify
itsimportance and impact. Finally, considering
that the GDPR also came into force in 2018,
we will superficially address some points of
contact between both norms.
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/introduction

1.1 The First Steps to
Data Protection over
the World

Even though privacy is a universal right,
provided for in Article 12 of the Universal
Declaration of Human Rights’, the fact is that
the privacy of an individual is a right related
to their personal sphere. The notion is then
to protect the private life of a person by
separating it from the public sphere.

1. UN GENERAL ASSEMBLY. Resolution 217 A (III). Paris, Dec.
10, 1948. Universal Declaration of Human Rights.



In 1970, after the growth and development
of the computer technology scenario in the
1960s, the first state law on data protection
in history was instituted in the Hesse's
German state. Denominated the Hessisches
Datenschutzgesetz, the  Hesse’s Data
Protection Act? was created as a result of the
need to handle with more care the personal
information of individuals stored in electronic
media. Such law pioneered the gathering and
processing of data from individuals, although
not objectively and under segmented criteria.

Some years afterwards, in 1973, Sweden's
first national data protection law, i.e. the
Sw. Datalagen, or the Swedish Data Act®
was passed. Like Hesse's law, the Swedish
law provided for the protection of data in
a generic manner, not setting forth, for
instance, in which situations data collection
could occur or not; merely providing that
such collection should be made with the
authorization of the competent government
agency*. Nor did the law provide general
principles on the processing of personal data;
something recurrent in the modern laws
over the matter. Nevertheless, the law was
innovative as it brought the matter of data
protection of citizens to the public agenda of
the government.

Following this trend six years later, in 1979,
several other European nations such as
France, Germany and Denmark had already
passed their own data protection legislation.
Such laws, although very important, were
nonspecific, e.g. the Swedish and the German.
It should be noted that Portugal, Spain
and Austria even considered privacy as a
fundamental right in their Constitutions -
which clearly illustrates the importance given

2. GERMANY. Hessisches Datenschutzgesetz, Jan. 7,
1999. Available at < http://www.ess-koeln.de/doku-
mente/160/151010084004Hessen.pdf >. Accessed Sept. 29,
2018.

3. OMAN, Séren. Implementing Data Protection in Law. Avail-
able at <http://www.scandinavianlaw.se/pdf/47-18.pdf >. Ac-
cessed Aug. 18,2018.

4. Ibidem

to the matter by these nations in the late
1970s°.

In 1981 the European Council approved
Convention 108 onthe protection of individuals
regarding the automatic processing of
personal data®, as it was “desirable to extend
the protection of fundamental rights and
freedoms to all persons, the respect to their
privacy, taking into account the growing flow
of personal data across borders, which are
subject to automatic processing”. This would
be the first cross-border legal framework on
data protection. The convention went through
a recent updating process which ended up in
its modernized version known as Convention
108+’. After two decades, along with the
increasing development of the technological
scenario, data protection laws gained more
space adopting a more similar format to
that of the laws we have today, a framework
that consolidated when the European Union,
25 years after the Hesse Law, promulgated
Directive 95/46/EC®in 1995.

The norm was a landmark in data protection
as it provided for the processing of data and
user rights in all member countries of the bloc,
putting them all under the same legislation. In
addition to establishing how data collection
and processing should be conducted, the
Directive sets out the principles to follow
in such operations, among which the most

5. RUDGARD, Sian. Origins and Historical Context of Data Pro-
tection Law. Available at <https://iapp.org/media/pdf/publi-
cations/European_Privacy_Chapter_One.pdf >. Accessed Aug.
18,2018.

6. Council of Europe. Convention for the Protection of Individ-
uals with regard to Automatic Processing of Personal Data. Jan.
10, 1981. Available at <https://www.coe.int/en/web/conven-
tions/full-list/-/conventions/treaty /108 >. Accessed Nov. 21,
2018.

7. Council of Europe. Modernised Convention for the Protection
of Individuals with Regard to the Processing of Personal Data.
May 18, 2018. Available at <https://search.coe.int/cm/ Pages/
result_details.aspx?0bjectld=09000016807c65bf>. Accessed
Nov. 21, 2018.

8. EUROPEAN PARLIAMENT. Directive 95/46/CE. of Oct. 24,
1995. Relating to the Protection of individuals in regard to the
processing of personal data and free circulation of such data.
Available at < https:// eur-lex.europa.eu/legal-content/PT/
TXT/PDF/?uri=CELEX:31995L0046&from=PT >. Accessed
Aug. 18,2018.



noteworthy is the lawfulness of processing,
limitation of purpose, adequacy, necessity
and transparency, aimed at curbing possible
abuse by persons in charge. Directive 95/46/
EC was in force until May 2018, when it was
replaced by Regulation 2016/679 of 27 April
2016, known as the General Data Protection
Regulation (“GDPR"), the new European
general law on data protection®.

Many see the GDPR as the most
comprehensive data protection legislation
in the world'. It turns out to be an evolution
of Directive 95/46/EC, the result of a long
democratic process', with its scope of
application including not only data of natural
personswithinthe European Union, butallthe
data flow existing in the member countries
as well as the countries around the world
which have points of contact with the European
market'?. Within the main advances of the new
law are the expansion of user rights'® and more
accountability of entities and companies that

9. For a thorough view of the history of the data protection
laws you can access: https://edps.europa.eu/data-protec-
tion/data-protection/legislation/history-general-data-protec-
tion--regulation_en

10. ALBRECHT, Jan Philipp. How the GDPR Will Change the
World. Available at <https://edpl.lexxion.eu/data/article/
10073 /pdf/edpl 2016_03-005.pdf > Accessed Aug. 18, 2018.
11. EUROPEAN DATA PROTECTION SUPERVISOR. The His-
tory of the General Data Protection Regulation. Available at:
< https://edps.europa.eu/data-protection/data-protection/
legislation/history-general-data-protection-regulation_en>.
Accessed Aug. 18, 2018.

12. EUROPEAN COMISSION. Who does the data protection law
apply to? Available at <https://ec.europa.eu/info/law/law--
topic/data-protection/reform/rules-business-and  organisa-
tions/application-regulation/who-does-data-protection-law-
apply_en >. Accessed Aug. 19, 2018.

13. According to the LGPD, the rights of the data subjects are
based on the fundamental rights of freedom, intimacy and pri-
vacy provided for in our Constitution whose application will
therefore be to the greatest extent possible. In general terms
and further elaborated throughout this article are the rights
of the data subjects, i.e. those who own the data: awareness of
the existence of data processing; access and deletion of data;
correction of incomplete, inaccurate or outdated data; ano-
nymization, blocking or deletion of unnecessary, excessive or
data processed inconsistently with the provisions of the LGPD;
portability, upon express request; information of the public
and private entities with which the controller shared the data;
information about the likelihood of not granting consent and
the consequences of refusal; and revocation of consent, at any
time, for the processing of data.

conduct data processing™.

Outside of the European environment we
can see that out of the 12 South American
countries, only Argentina, Chile, Colombia,
Peru, Uruguay, Paraguay and the French
Guiana have general laws for data protection
of data subjects. Brazil became part of this
group after the approval of Law 13709 of
August 14, 2018, also known as the Lei Geral
de Protecdo de Dados (“LGPD"). Furthermore,
within the South American context, it should
be noted that Ecuador', Bolivia'é, Venezuela'
and Guyana'® also have sectoral laws on data
protection, Suriname being left as the only
country in the continent without laws on the
matter as of this date.

In Argentina, the Law on Personal Data
Protection, or Ley de Proteccion de los Datos
Personales™, of October 2000, contains
provisions and general principles regarding
therights of data subjects, the responsibility of
the organizations processing data, applicable
sanctions and protective measures. It should
be mentioned that Argentina and Uruguay are
today the only South American countries with
adequate levels of data protection pursuant to

14. INFORMATION COMISSIONER’S OFFICE. Guide to the Gen-
eral Data Protection Regulation (GDPR). Available at <https://
ico.org.uk/media/for-organisations/guide-to-the-general-da-
ta-protection-regulation-gdpr-1-0.pdf>. Accessed Aug. 19,
2018.

15. OAS. Normative Development by Country - Ecuador. Avail-
able at <http://www.oas.org/es/sla/ddi/proteccion_datos_
personales_dn_ecuadorasp >. Accessed Aug. 19, 2018.

16. RED IBEROAMERICANA DE PROTECCION DE DATOS. Leg-
islacion-Bolivia. Available at <http://www.redipd.org/legisla-
cion/bolivia-ides-idphp.php>. Accessed Nov. 12, 2018.

17. RED IBEROAMERICANA DE PROTECCION DE DATOS. Leg-
islacién-Venezuela. Available at < http://www.redipd.org/leg-
islacion/venezuela-ides-idphp.php >. Accessed Nov. 12, 2018.
18. Guiana has the Statistics Act of 1965 and the Access to In-
formation Act 2011, which are sectorial data protection laws.
19. ARGENTINA. Ley N° 25.326, of Oct. 4, 2000. General Provi-
sions. General Principles related to data protection. Rights of
data subjects. Users and persons in charge of files, registries
and databases. Control. Sanctions. Action for Personal Data
Protection. Available at <http://www.0as.org/es/sla/ddi/
docs/A7%20ley%20protecci%C3%B3n%20de%20datos.
pdf>. Accessed Aug. 19, 2018.


https://edpl.lexxion.eu/data/article/

the European Union?°. As we will see later, this
classification is very important in the context
of the GDPR. Countries with such “appropriate
levels” can more easily conduct international
transfers of data to countries under the
jurisdiction of the GDPR. The Argentine Law is
currently through a process of modernization
by which it will become more similar to the
European regulation?'.

Chile has the Ley de Proteccién de Datos de
Caracter Personal?, i.e. the Personal Data
Protection Act, of August 1999. The norm
guarantees rights to the “subjects” of the data
processed (the persons whom the data refer
to), such as the right to data correction and
data deletion, as well as obligations, such
as limiting the use of data collected for the
purpose informed by the person in charge of
its processing.

In Colombia the Ley Estatutaria no. 158122 of
2012 is in force; such establishes the general
provisions for the protection of personal
data in the country and provides detailed
information about the principles governing the
processing of data, the rights of the subjects
and the responsibility of the organizations in
charge of such processing.

In Peru in force since July 2011 is the Ley

20. EUROPEAN COMISSION. Adequacy of the protec-
tion of personal data in non-EU countries. Available at
< https://ec.europa.eu/info/law/law-topic/data-pro-
tection/datatransfers-outside-eu/adequacy-protec-
tion-personal-datanon-eu-countries_en >. Accessed
Aug. 19,2018.

21. FERNANDEZ, Diego. Argentina’s new Bill on Personal Data
Protection. Available at <https://iapp.org/news/a/argenti-
nas-new-bill-on-personal-data-protection/ >. Accessed Aug
19, 2018.

22. CHILE. Ley n° 19628, of Aug. 28, 1999. Proteccién de da-
tos de caracter personal. Available at < http://www.oas.org/
es/sla/ddi/docs/CH3%20Ley%2019628%20Proteccion%20
de%20Datos%20de%20Car%C3%Alcter%20Personal.pdf >.
Accessed Aug. 19, 2018.

23. COLOMBIA. Ley Estatutaria N° 1581 of Oct. 17, 2012. Por
la cual se dictan disposiciones generales para la proteccién de
datos personales. Available at <http://www.alcaldiabogota.
gov.co/sisjur/normas/Normal.jsp?i=49981>. Accessed Aug.
19,2018.

de Proteccién de Datos Personales?. This
Peruvian law, as well as the others mentioned,
provide the principles of the personal data
processing, the rights of the subjects, the
obligations of the subjects and controllers, the
operation of the databases and of a national
authority for data protection, as well as the
administrative sanctions on the controller.

The Ley de Proteccion de Datos Personales y
Accién de Habeas Data® came into force in
Uruguay in 2011. Such law places Uruguay
as one of the only South American countries
with adequate levels of data protection
pursuant to the European Commission?®,
As, along with Argentina, it establishes the
principles governing the processing of data
and the rights and duties of the subjects and
those responsible for the processing, besides
establishing the creation of a government
controlling entity.

Unlike the other countries mentioned,
Paraguay does not have a general data
protection law, but rather, just a generic
norm on the matter. The Ley no. 1682, which
regulates the Informacién de Caracter
Privado?” provides broadly over which data
can be processed establishing sanctions
on organizations that fail to comply with
such provisions.

24. PERU. Ley n° 29733, of July 3, 2011. Ley de proteccion
de datos personales. Available at: <http://www.0as.org/
es/sla/ddi/docs/P6%20Ley%2029733%20de%20protec-
ci%C3%B3n%20de%20datos%20personales.pdf>. Accessed
Aug. 19,2018.

25.URUGUAY. Ley n° 18.331 of Aug. 18, 2008, Proteccién de da-
tos personales y accién de “habeas data”. Available at <http://
www.oas.org/es/sla/ddi/docs/U4%20Ley%2018.331%20
de%20Protecci%C3%B3n%0de%20Datos%20Perso-
nales%20y%20Acci%C3%B3n%20de%20Habeas%20Data.
pdf>. Accessed Aug. 20, 2018.

26. EUROPEAN COMISSION. Adequacy of the protection of
personal data in non-EU countries. How the EU determines
if a non-EU has an adequate level of protection. Available at
<https://ec.europa.eu/info/law/law-topic/data-protection/
data-transfers-outside-eu/adequacy-protection-personal-da-
ta-non-eu-countries_en>. Accessed Sept. 28, 2018.

27. PARAGUAY. Ley n° 1682, of Jan. 16, 2001. Que reglamenta
la informacién de caracter privado. Available at <http://www.
redipd.org/legislacion/common/legislacion/paraguay/
Ley_1682_de_2001.pdf>. Accessed Aug. 20, 2018.



1.2. From Public
Consultation to

Presidential Decree
(2010-2018)

Realizing about the need to build a debate
agenda on data protection in Brazil, the
Ministry of Justice drafted a Bill for Data
Protection (“APLPD") which was offered for
public consultation and comments in 2010,
when a blog was created on data protection
and a Public Consultation on the matter
made available, both hosted on website
“culturadigital.br"?.

The consultation, which took four months,
received comments from the different sectors
of society, thus forming a multisectoral quota
of contributions. It is worth mentioning that
at that time this draft was closely associated
with the public discussion about the Marco
Civil of Internet, which was still in the process
of debate, sometimes referred to as the “Legal
Framework for Data Protection”®. With the
first comments on the APLPD, an outline of
what was to become the future text of the
LGPD was made eight years later.

Two years after such first public consultation,
on June 13, 2012, Congressman Milton Monti
proposed in the Chamber of Representatives
Bill 4060 of 20123 (“PL 4060/12"), which
provided for the processing of personal data
as well as other measures, with the public
consultation promoted by the Ministry of
Justice as its primary source of inspiration.

28. Link to access website: http://culturadigital.br/dado-
spessoais/blog/2010/12/15/marco-normativo-de-privaci-
dade-e-protecao-de-dados-pessoais-esta-em-debate-partici-
pe/

29. CULTURA DIGITAL. Guidelines for Discussion on the Nor-
mative Framework of Privacy and Data Protection. Available
at < http://culturadigital.br/dadospessoais/diretrizes-e-ter-
mos-de-uso/ >. Accessed Aug. 20, 2018.

30. BRASIL. Camara dos Deputados. Bill no. 4060 of 2012. Pro-
vides on data protection and amends Law no. 12.965 of April
23, 2014. Available at <http://www.camara.gov.br/proposi-
coesWeb/fichadetramitacao?idProposicao=548066 >. Ac-
cessed Aug. 20, 2018.

PL 4060/12, which was filed in the Chamber
without much fanfare, was only given
course in 2013%', when systems analyst
Edward Snowden denounced a series of
irregularities and surveillance practices on
a global scale promoted by the National
Security Agency (NSA), an entity connected
to the US government®2. The repercussion of
the case was enormous involving both mass
surveillance of network users and heads of
state of other countries - a situation by which
even Brazil was forced to speak internationally
on the matter®. In view of such circumstance
and the PL 4060/12 being unique on data
protection in the country at the time, it
ended up for debate by the Parliamentary
Commission of Inquiry on Espionage in the
Federal Senate3.

At the Commission, public hearings on the
matter were held®, indicating that such was
one manner to promote citizens’ privacy and
data protection, as well as a way to avoid
state vigilance practices by other countries.
After year 2013, the matter of data protection
ended up not progressing significantly. The
agenda was resumed in 2015 when the
Ministry of Justice promoted the second public
consultation on the bill on data protection,

31. Ibidem

32. GIDDA, Mirren. Edward Snowden and the NSA files - time-
line. The Guardian. Aug. 21, 2013. Available at < https:// www.
theguardian.com/world/2013/jun/23/edward-snowden-nsa-
files-timeline >. Accessed Aug. 20, 2018.

33. NAKAGAWA, Fernando; GUIMARAES, Mariana. Internation-
al Press highlights “Dilma’s heavy attack on USA espionage.
0 Estado de Sdo Paulo. Sept. 24, 2013. Available at: <https://
politica.estadao.com.br/noticias/geral,imprensa-interna-
cional-destaca-duro-ataque-de-dilma-a-espionagem-dos-
--eua, 1078297 >. Accessed Aug. 20, 2018.

34. BRAZIL. Federal Senate. Available at: <https://
legis.senado.leg.br/comissoes/comissao;jsession-
id=779DDBC-421C9E4637D209B7050309322?0&cod-
col=1682>. Accessed Jan 4, 2018.

35. BRAZIL. Camara dos Deputados. Bill no. 4060 of 2012. Pro-
vides personal data protection and amends Law no. 12.965
of April 23, 2014. Available at <http:// www.camara.gov.br/
proposicoesWeb/fichadetramitacao?idProposicao=548066 >.
Accessed Aug. 20, 2018.



also on the “culturadigital.br"¢ platform.

In this second consultation, the contingent of
contributions was much larger as well as the
suggestions for changes in the wording of the
text by different sectors of society®. Based
on these recommendations, the Ministry of
Justice, following the end of the first term
of President Dilma Rousseff, filed the Bill,
which then was given number 5276/16 (“PL
5276/16").

With a more complete text, the PL 5276/16%®
ended up moving forward faster than the
others. This completeness was due to the
volume of public hearings held to hear and
debate the matter with representatives of
all sectors of the Brazilian society, as well as
international players invited to lecture on
the matter.

36. BRAZIL, Emanuelle. Public Consultation will be base for
bill on personal data protection. Cimara dos Deputados. Jan.
28, 2015. Available at <http://www2.camara.leg.br/camara-
noticias/noticias/ADMINISTRACAO-PUBLICA/480920-CON-
SULTA-PUBLICA-SERA-BASE-PARA-PROJETO-DE--LEI-SOBRE-
-PROTECAO-DE-DADOS-PESSOAIS.html>. Accessed Aug 20,
2018.

37. MONTEIRO, Renato Leite. Lei Geral de Prote¢do de Dados
do Brasil: A contextual detailed analysis. Jota. July 14, 2018.
Available at <https://www.jota.info/opiniao-e-analise/colu-
nas/ agenda-da-privacidade-e-da-protecao-de-dados/lgpd-a-
nalise-detalhada-14072018 >. Accessed Aug 20, 2018.

38. BRASSCOM - ASSOCIAGAO BRASILEIRA DAS EMPRESAS DE
TECNOLOGIA DA INFORMAGAO E COMUNICAGOES. Contribu-
tions to the Special Commission - Personal Data of Camara dos
Deputados on Law for Processing Personal Data. June 2017.
Available at <http://www2.camara.leg.br/atividade-legislati-
va/comissoes/comissoes-temporarias/especiais/55a-legisla-
tura/pl-4060-12-tratamento-e-protecao--de-dados-pessoais/
documentos/outros-documentos/Brasscom.pdf >. Accessed
Aug. 20, 2018.

1l

Invigorated by the entry into force of the GDPR
onMay 25,2018%, the Chamberand the Senate
decided to join forces so that the text of PL
5276/16, considered the most complete, were
to be submitted in lieu of PL 4060/12. Which,
in the case, had priority of procedure in the
House for having been proposed four years
before PL 5276/16. Once they were joined,
the new version was put on the agenda in the
plenary of the Chamber of Representatives on
May 29, 2018 being approved unanimously in
20 minutes*. After approval of the text in the
Chamber, it was taken to the Federal Senate
where it was given an ID by the Bill of Rights
of the Chamber 53 of 2018 (“PLC 53/2018")*'.

On July 3, 2018, the text was placed on the
agenda of the Committee on Economic Affairs
(“CAE") of the Federal Senate, being given a
report from Senator Ricardo Ferraco, then
rapporteur of PLS 330/2013, a general bill that
was at the same time in course at the Federal
Senate*., With some requests for amendment
with a few substantial changes to the text, it
was considered in good standing for vote.

In the same session, approved and received
was an urgent request for inclusion in the

39. GOMES, Helton Simodes. Law of European Union protecting
persona data enters into force and reaches the whole world;
understand it. G1. May 25, 2018. Available at <https://g1.glo-
bo.com/economia/tecnologia/noticia/lei-da-uniao-europeia-
que-protege-dados-pessoais-entra-em-vigor-e-atinge-todo-o-
mundo--entenda.ghtml >. Accessed Aug. 20, 2018.

40. MENDES, Laura Schertel; DONEDA. Danilo. Law of data
protection cannot perish at the seashore. FOLHA. Available
at <https://wwwl.folha.uol.com.br/opiniao/2018/07 /laura-
schertel-mendes-e-danilo-doneda-lei-de-protecao-de-dados--
nao-pode-morrer-na-praia.shtml>. Accessed Aug. 24, 2018.
41. BRAZIL. Camara dos Deputados. Bill of the Chamber no. 53
of 2018. Provides on personal data protection and amends Law
no. 12.965, of Apr. 23, 2014. Available at < https://www25.
senado.leg.br/web/atividade /materias/-/

materia/133486 >. Accessed Aug. 24, 2018.

42. BRAZIL. Federal Senate. Bill of Senate no. 330 of 2013. Pro-
vides on protection, processing and use of personal data as
well as other provisions. Available at <https://www25.senado.
leg.br/web/atividade/materias/-/
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agenda of the plenary of the Federal Senate®,
On July 10, 2018, after strong pressure from
the civil society and other sectors, the PLC was
scheduled at the plenary of the Federal Senate
floor, where it was voted and unanimously
approved*.

After that, it was sent for approval by the
President and held on August 14, 2018 with
some vetoes*, mainly regarding articles 55
to 59 that constituted and organized the
National Data Protection Authority (“ANPD")
and the National Council for the Protection of
Personal Data and Privacy on the grounds that
there was a flaw of initiative, that is, the entity
could not be created by a law of initiative of
the legislative power, but it would have to be
created by normative initiative originating in
the executive power.

Finally, on December 27, 2018, Provisional
Measure no. 869 (“MP no. 869/18"), published
in the Official Gazette of the Union on
December 28, 2018, which promoted changes
in the text approved and created the ANPD as
well. Provisional measures have immediate
application, but they depend on the approval
of the National Congress for definitively
becoming law and subsequent presidential
approval if content is altered, which will be
better developed later.

This historical construction of the data
protection laws in the world, specifically in
the European and South American continents
between 1970 and 2018 demonstrates
some important points. The first of which is
the development of a specific right for the

43. BRAZIL. Federal Senate. Senators approve the urgen-
cy for proposal that changes transportation apps taxation.
Available at < https://www12.senado.leg.br/noticias/mate-
rias/2018/05/23/senadores-aprovam-urgencia-para-propos-
ta-que-muda-tributacao-de-aplicativos-de-transporte ~ >.Ac-
cessed Aug. 24, 2018.

44, MENDES, Laura Schertel; DONEDA. Danilo. Law of data
protection cannot perish at the seashore. FOLHA. Available
at <https://wwwl.folha.uol.com.br/opiniao/2018/07 /laura-
schertel-mendes-e-danilo-doneda-lei-de-protecao-de-dados--
nao-pode-morrer-na-praia.shtml>. Accessed Aug. 24, 2018.
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protection of data subjects, covering online
and offline means. The second demonstrates
the volume of already-existing laws, as well
as the fact that the first law was approved in
1970 in Germany, evidencing the almost 50
years of legislative delay on the subject in the
Brazilian territory.

After 48 years of the existence of the first
data protection law in the world, Brazil has
now its own general data protection law.
With the approval of the LGPD, there is some
strong expectation of a greater promotion of
rights and guarantees for citizens, both online
and offline, in order to hopefully safeguard
individual rights and foster innovation
by establishing clear, harmonious and
transparent rules.

1.3. Objective

In order to describe the process and the
result of the creation of a normative structure
in the Brazilian context, we will analyze how
the LGPD conciliates with the already-existing
sectoral norms on data protection in the
country.

We will also address the main pillars and
relevant points of the LGPD in order to clarify
its importance and what it has an impact on.

Finally, considering that the GDPR also came
into force in 2018, we will superficially address
some points of contact between both norms.
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These years of debating and the legislative
construction demonstrate that the whole
process was a great process of maturation on
the subject of data protection in Brazil*.

Public hearings played an important role in
this scenario. Such events were attended by
academicians, representatives of the third
sector, the private sector, the government
and even representatives of the European
Union, who were invited to talk about their
experience in the legislative process that
resulted in the approval of the GDPR. The
presence of such representatives made it
possible for the parliamentarians who were
responsible for the bills in question to lead
with very rich information®.

These discussions allowed parliamentarians
to produce various reports on the subject,
as well as amendments to the bills dealt with
(11 amendments only to PL 5276/16), which
generally allowed for a quite complete law
and along with high standards of quality tacitly
imposed by the international discussion on
the subject. However, the changes brought
about by subsequent MP no. 869/18 may have
weakened certain points of the LGPD when
compared to international standards, as we
shall see below.

Strongly inspired in the GDPR, as has
been found in many of the various reports
presented during the proceedings of PL
4.060/12 in the Chamber and later in the

48. BIONI, Bruno. 2010 through 2018: a Brazilian discussion
on a general data protection law. Jota. Available at <https://
www.jota.info/opiniao-e-analise/colunas/agenda--da-pri-
vacidade-e-da-protecao-de-dados/de-2010-a-2018-a--dis-
cussao-brasileira-sobre-uma-lei-geral-de-protecao-de-da-
dos-02072018>. Accessed July 23,2018

49. CAMARA DOS DEPUTADOS. PL 4060/12 - Processing and
Protection of Personal Data - Previous Meetings. Available
at  <http://www2.camara.leg.br/atividadelegislativa/comis-
soes/comissoes-temporarias/especiais/55alegislatura/pl-
-4060-12-tratamento-e-protecao-de-dadospessoais>.
Accessed July 23, 2018.

50. BRAZIL. Camara dos Deputados. Bill no. 5276 of 2016. Pro-
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person. Available at <http://www.camara.gov.br/proposicoe-
sWeb/fichadetramitacao?idProposicao=

2084378>. Accessed July 23, 2018.
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Senate®’, the text in its 65 articles attempted
to approach, in its own way, the European
legislation. The Brazilian law innovates by
bringing into the legal context of the country
issues not satisfactorily addressed by other
preexisting sectoral data protection laws in
Brazil. For example, a more precise definition
of the concept of personal data, an explicit
provision of the legal basis authorizing the
processing of such data, a provision of public
data processing, the creation of a Domestic
Data Protection Authority, sanctions, etc. In
the following items, we will detail the main
innovations brought about by the LGPD.

2.2. Then, what about
the Sectorial Laws

over Data Protection

The concern with privacy and data protection
in Brazil arises in an embryonic stage with
the entry into force of the Penal Code in
1940. In its article 151, the code provides
for the prohibition of violating third-party
mail. Although it does not deal exactly with
data protection, the article is a milestone for
dealing, for the first time in a legal text, with
the right to privacy.

The Federal Constitution of 1988 was also
somehow concerned with the subject by
providing, in its article 5, paragraph X, the
inviolability of intimacy and privacy, also
ensuring the right to indemnity for material
or moral damage resulting from such
violation. The constitution also guarantees
the inviolability of communications in transit,
which can only be intercepted by means of a
court order.

The first Brazilian law to actually deal with data

51. BRAZIL. Senate. Bill of Senate no. 4.060 of 2012. Provides
on the protection, processing and use of personal data as well
as other provisions. Available at < http:// www.camara.gov.br/
proposicoesWeb/prop_mostrarintegra?-codteor=1001750 >.
Accessed Sept 26, 2018.



protection and related rights is the Consumer
Defense Code, Law no. 8.078, of September
11, 1990 (“CDC"). The norm regulates the
relations between consumers and suppliers,
establishing obligations and rights for both
sides. Consumer data are the matter of Article
43, which gives consumers the right to access
and correctinformationrelatingto themselves,
among other provisions. The CDC was
complemented by the Positive Registration
Law, Law 12.414/2012, which created a data
protection microsystem in the context of
consumer relations, more specifically credit
compliance and credit modeling, and deals
with topics such as the principle of purpose,
necessity, and even automated decision
review. Several sectoral laws that addressed,
in some way, the protection of data, were
created in the Brazilian legislature. Such laws
deal, for instance, with data relating to health,
the financial market, criminal law and even
the activities of the public sector.

In the field of health, we point out Resolution
no. 1.821/07 of the Federal Medical Council,
which provides for electronic medical
records and medical data protection, and
the Resolution of the National Health
Surveillance Agency - ANVISA of Collegiate
Board no. 44/2009, which provides for good
pharmaceutical practices when rendering
these services, including the use of data.

In the financial market, we can observe
Complementary Law no. 105 of January 10,
2001,whichdealswiththesecrecyofoperations
in financial institutions, and Administrative
Rule no. 5/2002 of the Secretary of Economic
Law of the Ministry of Justice which turned
clauses in consumer contracts abusive as
they authorize the sending of personal data
without prior consent. In the area of Criminal
Law, the main example is the recent law, Law
no. 12.737, of November 30, 2012, known as
the Carolina Dieckmann Act, which made a
crime out of the invasion of computer devices.
Another important example is Law no. 9.296
of July 24, 1996, which made telephone
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interception unlawful.

In the public sector, the main highlight is Law
no. 12.527 of November 18, 2011 (“the law of
Access to Information”), which is extremely
important in guaranteeing citizens access to
public data in the three government spheres.

In the world of Internet, Law 12.965 of April
23, 2014 (“the Marco Civil of Internet”), which
establishes principles, guarantees, rights and
duties for the use of the Internet in Brazil, is
considered, along with Decree 8.771/2016,
which regulated it, a microsystem of data
protection in the context of data processing
through the Internet. The Marco Civil, for
example, has express consent as a sole legal
basis for the processing of personal data,
conceptualized by the decree.

In addition to sectoral laws such as those
mentioned, there already exists in Brazil a
municipal law and a specific municipal law
on data protection. The main example is
Complementary Law no. 161 of July 12, 2018,
in the municipality of Vinhedo, Sdo Paulo.
There also are bills in Campinas and Sdo
Paulo with the same objective - to guarantee
the protection of the data of the citizens of
these municipalities. With the entry into force
of the General Law of Data Protection, much
is questioned about the status of such data
protection laws in Brazil. In this scenario, the
LGPD can be seen as a general directive for
data protection in Brazil. This means that
the new law seeks not to replace those that
currently exist, but to establish general rules
and principles so that they can be met in a
more beneficial manner for the subjects of
personal data. Of course, if contradictions are
found between these laws and the LGPD, the
classical rules for decision-making between
legal contradictions should be applied.



/ The Scope of the General

Law on Data Protection
in Brazil

After analyzing the European and South
American history on data protection, we
will specifically explore the most important
provisions in our General Law on Data
Protection.

First and foremost, emphasis must be placed
on the fact that the LGPD has cross-border
application®?, that is, even entities without
physical presence in Brazil, may subject to it.
These factors determine the incidence of the
LGPD, as a general rule, (i) that the processing
takes place in the domestic territory; or (ii) the
purpose of this processin